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Decision/action requested

Based on the observation made in this document, request to endorse the proposal in this document and consider approving corresponding CR
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Rationale

In TS 33.503[1] clause 6.3.3.3.2-1 containing PC5 security establishment procedure for 5G ProSe UE-to-Network relay communication over Control Plane. A routing indicator (RID) is got from UDM and used to generate CP-PRUK ID, then select a PAnF. The routing indictor is RID for PAnF selection by a AUSF. In other 3GPP specifications, e.g. TS 23.501, 23.502, 33.501, 23.003, 24.501 and 31.102, etc., the RID of a UE is used to route network signalling to AUSF and UDM instances capable to serve the subscriber. The current specification doesn't clearly distinguish RID for AUSF and RID for PAnF. That may cause potential issues as following:
3.1     Issue#1 Mismatch of CP-PRUK ID in UE and AUSF

Either 5GPRUK ID or SUCI could be included in Direct communication request (DCR). In SUCI case, the routing information for AUSF is included in SUCI, and AUSF could get routing information for PAnF (RID) from UDM of the remote UE and use this information to generate 5GPRUK ID (in step 8 of Figure 6.3.3.3.2-1 in TS 33.503[1]) and select PAnF based on the 5GPRUK ID (in step 9 of the same figure). Accordingly,  RIDPAnF is used to generate CP-PRUK ID in AUSF. However, it's not clear which RID, RIDPAnF or RIDAUSF, is used to generate CP-PRUK ID in UE. If RIDAUSF is used to generate CP-PRUK ID in UE, the AUSF of the remote UE may not get right PAnF to retrieve CP-PRUK if the CP-PRUK ID is included in a next DCR.
The scenario is illustrated in below figure 3.1-1.
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                                                        Figure 3.1-1 Mismatch of 5GPRUK ID in UE and AUSF
3.2      Issue#2 Cannot locate AUSF of the remote UE 

If RIDPAnF instead of RIDAUSF is used in UE to generate CP-PRUK ID, the AMF of the relay UE cannot select AUSF of the remote UE if the CP-PRUK ID instead of SUCI is included in a DCR, as there's no routing indicator for AUSF, unless the RID is shared for both AUSF and PAnF selection.
3.3     Issue#3 RID of AUSF usage for PAnF use case
If RID of AUSF was supposed to be used for PAnF selection, why should AUSF retrieve the RID from UDM (in response of step 6 of Figure 6.3.3.3.2-1 in TS 33.503[1]) and select the PAnF based on 5GPRUK ID (in step 9 of the same figure), as AUSF has RID of AUSF in its own NF profile. So RID used to select PAnF could be different to the legacy RID inclusion in SUCI for the AUSF/UDM selection. That difference can be further justified, because:

· The number of AUSFs deployed in a HPLMN could be far more than number of PAnF deployed, so it’s not necessary to have same identity number or one to one correspondence between PAnF  and the AUSF.

· Besides legacy RID, Home Network Public Key identifier was reused as additional information to find AUSF of same PLMN in the case that Routing Indicator is not enough to provide SUPI range granularity, that means adding RID in 5GPRUK ID may be still not enough to locate AUSF.

· Default RID may be used for AUSF, in that case, any AUSF could be selected by AMF. It may be fine for AUSF/UDM as its “stateless”. It could be OK to select PAnF when AUSF register 5GPRUK to a PAnF but cannot work when AUSF needs to get 5GPRUK based on 5GPRUK ID later. 

Based on above analysis, ProSe control plane authentication procedure can’t use same RID of AUSF for the PAnF in all deployment scenarios. In some deployment scenarios where there is no 1-1 correspondence between AUSF and PAnF, if only RID of AUSF is used, ProSe authentication will fail. Both RIDs (RIDAAnF and RIDPAnF) must be included.

4
Conclusion and Proposal
We have listed our observations below and propose for a minor correction CRs(with below proposal) in Rel-17 of TS 33.503[1].  

Observation 1 A (next) DCR with CP-PRUK ID may not be routed to right PAnF due to mismatch of CP-PRUK ID in UE and AUSF. 

Observation 2 A (next) DCR with CP-PRUK ID may not be routed to the  right AUSF due to lack of routing information of AUSF in the DCR. 

Observation 3  ProSe control plane authentication procedure can’t use same RID of AUSF for the PAnF in all deployment scenarios., In some deployment scenarios where there is no 1-1 correspondence between AUSF and PAnF if only RID of AUSF is used, ProSe authentication will fail. Both RIDs (RIDAAnF and RIDPAnF) must be included.
Proposal 1 Use only RID of PAnF in 5G PRUK ID generation in AUSF and UE. RID of AUSF can be included as a parameter of DCR when UE sends DCR message including 5G PRUK ID, see S3-223823.
Proposal 2 Use RID of PAnF and RID of AUSF during 5G PRUK ID generation in AUSF and UE, see S3-223824 
Endorsement: Request SA3 to endorse proposal 1 or proposal 2 above and agree one of CRs S3-223823 and S3-223824.
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